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IPSec / SSL VPN(PQC) / IPv6 HIES3
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Since 2001

- 2L &|E SSL VPN IPv6 % E41 X[

5| x{st, 54 2 it

=Oo 1

NexG FW
X1 VPN

IPSec VPN

4 Bonding =
NexG FW

HIE{ VPN

SSL VPN(PQC)™~

—

malt

NexG SecureClient

HZEAE QIZ(SDP)

4 EsH(6to4d
- SXFH EIX Bonding 7|& 2 CE 3| M 2 2l 2c A

|
S)
24 Al

Application

@ werrLx r@ i E n

|

URL HE filter

[:]

F|of Filter

Open API

E5}

StIAof

Internet

- AFEXIR} CIHIO|A M| HE Bl &
- ZTE2E HZEZ~(NIST SP 800-207
7[Rt ZTetE His

_ 9dmdEsa;
olEful

0 &

emuERas _
QlEfu

(&P

NexG SDP (Client)

712t EOHY

[AI(N2SF)

- 3rd party 2ot £F M1t RAHSHH ¢S 7t
- RESTful &+412| Open APl 15 7ts

&
o
(E
-

3rd part Solutiony

SIEM/SOAR/XDR RESTful API
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Software Function )

1 7-Tuple (IP / Port / Protocol / Application / User) ZAH QlIEI EfxH 802.3ad Link Aggregation, 802.1Q VLAN Trunk
2 Zone, AF2XE Application 7|8 %K X| 2! 2 RIP, RIPng, OSPF, OSPFv3, BGP, BGP+
3 MAC Address, Network, Domain 2] 7| 5! GeolP(=7{DB) & X|¢ 3 PIM-SM/DM, IGMP X| &
4 K|S
4 Schedule 7|2h S X2 4 ECMP Routing / Policy based Routing, User & application base Routing
5 OARE FM OjALE K| 5 X 2M 7|15 X/
5 VolP(H.323, SIP) X

6 T A|Z20|dE St =M HAF X A e y

x H3t 2Ma0)) x|
7 QIEJH|0|A/S| M AE Hoto)| HE FM XHE HE XY 6 QoS(EH, M3t 2Ma=2]) XA
8 AMBX} QIS ¢I= |2 (Radius, AD, LDAP, TACACS+) 7| [VRRE
0 AMBR} 2FA(2EH 01Z) X|2l 8 DHCP, DHCPV6, RA, DNS, Split DNS X/
10 S-NAT/D-NAT / Double NAT/ Excluded NAT, LS-NAT X2 9 IPv6 Tunneling 6to4, ISATAP

11 HES 74 HE 8= Bridge Yok X|2l IPSec VPN

1 IKEVersion', 2/ 3H| B U gt ef 2 xi2d

1 HEZo| VM 10| T OSE JHAkSt X2l 2 Ciewstetsstotnals x|l (3DES / AES / SEED / ARIA / LEA)

2 ot ZH|Z VPN/Firewall 7| S0| EH‘.’J%EE“PJ tefet 7S K| 3 CRREAM T2 XY (SHAT/ SHA256 / SHA384 [ SHAS12)
4 S| 7]¢t 2R Tunnel 71 Xl

1 Application 22| H0{, E2HZ! &[] 5 Multi Tunneling 7|&8 S8 K8 VPN O|FSHA-A, A-S) 24 ®IS

2 Instant Messenger & 6 UER3 Bonding 2tZ 3! Bridge 2Z0f|lAf VPNX|

3 Game, P2P, SNSH|0f 7 3|4 NAT 2HZ0ilM VPN SIS X|2

4 Web Mail, Web Hard #|0{ 8 XMl 3| Mol ZX| 7|52 S¢ VPN 31 HEHHIZ

IPS & AV SSLVPN

1 Signature 7|8t 20 1 Full Tunnel mode & Split Tunnel mode X|#

2 Behavior 7|2t 2f04 2 YRHHEAZ(PQC) 7= HE

3 OfE2AI0IM, 2EMH| F|2d Z4 ghof 3 Multi Factor 215 X|&(ID/PWD, 215A], OTP)

4 Flooding #0{(TCP, UDP, ICMP) X|& 4 Windows / macOS / Android / iOS / Gooroom / Linux Client 3! Xt& HiZE X2
5 Anti-virus, Anti-Spyware 5 IPv6HEHI &H XY

6 Anti-Evasion SLEE A 227 |S

7 AHEXtEQ| Signature 3 PCRE X[ 1 Web Ul, CLI/ Dashboard

8 YL ESilroe¥e| QUL SE DBXIY, URL B DB XY 2 PR|REHEHE AN TS (22X 232Xt ZHEe |

9 2| ok =2 o 3 PE|X A Q15 HS X2 (Radius, AD, LDAP, TACACS+)
10 AF2X}E2| URL Filtering 4 OJHIE AR TS XY, SNMP V1 /v2/v3

1 I M|OJ(EHY, =&AL 01, 37)) X 5 XN FZEMHE XY

12 EHX| Ti3) M= X9 6 DB7|gt 21 b= 2| X|@, S % Report X[

1 Active-Active / Active-Standby Without L4, LLCF 8 A|AHE!IMH /Firmware 2 5l 271 X2

2 Session, SA, Configuration, Policy, Profile S7|3t 9 RESTful @4{2] Open API 4= XI2

Hardware Specification )

AporstE NexGFW @ | NexGFw @| Nexgrw @ NexGFW @] NexGFw @| NexGFw @
710N 1700V 3700U 4700U 5700U
Image
Core 4 4 4 8 8 16 32
Memory 4GB 4GB 8GB 16GB 32GB 64GB 64GB
Storage 8GB 16GB 256GB 256GB 256GB 256GB 256GB
(*SSD 1 HE XA ) 512GB 500GB 1B 2TB 2TB 2TB 2TB
1GC 6 6 8 (max 20) 8 (max 20) 8 (max 24) 8 (max 64) 8 (max 64)
1GF - 2 4 (max 16) 4 (max 16) 6 (max 18) 8 (max 64) 8 (max 64)
NIC 10GF = = Option(max 8) Option(max 8) 0 (max 8) 4 (max 32) 4 (max 32)
40GF - - - - Option(max 4)  Option(max 16)  Option(max 16)
100GF = = = = = = Option(max 4)
FW Throughput 6G 8G 17G 316G 60G 110G 158 G
IPS Throughput 346G 8GC 456G 9G 26 G 306G 54 G
Power Adapter Single Redundant Redundant Redundant Redundant Redundant

& ATt o2 ME oS ffsh HEE & AFHICH



74

Since 2001

VForceUTM
AXILHMets VPN

VForce UTM2 X} sl {20 x| 0ol HokM af
O ME ZHE KIMICH S8 2ot £ ML},

=L | X KISALIS2RIM 215 25.04.28

‘-
F

PQC-QRNG X|# AoHHEQIT XA

- ZLH A|% IPsec (PQC-VPN) A28} KCMVPER - XDSL M 8T} LTE/SG R LIEYS
- QX AFEQ| RO ZEH Bt AT H0[H Sl BFE Aldd - QI SHHOME AO|H SZ0 HE OKF
O X|4H0! HOb RIZ OFFiot RPN HIEYIT B2 HIZ

ATM, 7|2A3 =l o
@ | Uxt ZHEE I, A, POl FHE, ATM Bfo]Ef MEf
E ATM :O‘ HeES i '
. 27| NE [
% 2HE B \VForce UT! ‘
Internet MIE{ VPN

CCTV 2|

I VPN ECDH + PQC, QRNG HIE| VPN - | T g o & b
Ax} 7|= 7|4t Sfo|HE| E AT sycter| Y eyei|

CCTV  HA

EIX(EtherlP eXtended)2| CI& 2|M & 30{ 7|5t o7 |EdIA]

QUIBHPN BIM B4, &2 VPNEIM 78459) - SIE[T01 7|3t Tt TRAM EITY 2
: EXW EIXBonding 7 |&2 CI& 2| 2l 8 - HES O[S 22Xl X2 5L 4=
S|M =2 st

=20

| | - IPsec VPN
E

XI™ VPN

EIX B - Core1:30%|  Core1:30%| Core2:100%

VForce UTM Core1:40% Core3:100%
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HEIVPN Firewall PS VPN Content User
Filtering Interface

Wire-Speed ‘45 2| Offload(Fast Path)
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Software Function

)

Firewall

© 0 N O O b~ WN =

-
o

n

1

Stateful Inspection

Zone, AF&Xt Application 712+ &*H

X

MAC Address, Network, Domain 244 7|2t 5! GeolP(=37tDB) &% x|

Schedule 7|2+ 4 Xng
EI|A|-9- HXH | |- 2 X-||
MM AlEeo|dg SotEH A

QIE{m|0]A/2]4d HEH Holoi| Tt
(

I

%6} K XH 71*}x|0

S # xled

A8X} 215 AS X/ (Radius, AD LDAP, TACACS+)

A8} 2FA(EHA 1F) X2

S-NAT / D-NAT / Double NAT/ Excluded NAT, LS-NAT X|&
LIERS 74 HE §l= Bridge 2ot X1

Application

Application 32| &|04

2 Game, P2P, HTS X|0{/Web Mail M|0{
Instant Messenger X|0{/Web Hard X[

3
4

00 N O g b~ W N =

Streaming, File-type H|0{

Deep Packet Inspection
AMEX}H2| Signature

IPS

Snort Rule Format X[ / PCRE X|&

Profile 7|t &x M

Black-list / White-list / Anti-Evasion
Anti-Virus(Stream 7|2HEX] 54 Xpet

X7tet& (Self Learning)
Pattern Update(Xts, &)

Anti DDoS

TCP /UDP /ICMP /DNS / HTTP Flooding 204
2 Scan, Sweep 20q / Signature 7|gt #0{
2U/HZ AHR| 7|20 / Traffic Limit 7|2 &0

1

3

a b W N

Web Filter

URL % URI ZH&} HANAISAHE

| DB 2

967l Web Category DB 7| 2l AZ! &|oq

WSSOI QIEUILIS ST

= =

DBX|

#

Malware, Phishing S 2|5 DB ZE X|&

AFEXt™e| URL Filtering

© 00 N O a b~ W N =

10

802.3ad Link Aggregation, 802.1Q VLAN Trunk
RIP, OSPF

PIM-SM/DM, IGMP X|&

ECMP Routing / Policy-based Routing
VoIP(H.323, SIP) X[

QoS(E2%, Mgt RMael) XA

VRRP, IP Backup

DHCP Server, DHCP Relay agent X| &l

DNS, Split DNS, DDNS, LLDP X[

IPv6 Tunneling 6to4, ISATAP

IPsec VPN

© 0 N O a b~ W N =

Y
= o

IKE Version 1, 2

Clfot etsat A2|E X (3DES/ AES / SEED/ ARIA /LEA)

Clfot FAM 212|E XA (SHAT/ SHA256 / SHA384 [ SHAS12)

oM 7t 2EEMA Y Tunnel 7|& XI&

Multi Tunneling 7|&& S3F R¢18t VPN O|F2HA-A, A-S) 4 XlE

HIE2|3 Bonding ﬁ_?é ‘i Br |dge SHE0IA VPNX|J

2| NAT SHZ0lIA VI SKI#

XI™ &7| 0AE 3 it I VPN A& Kt
XAl 2| M ol Z4X| 7|5 S VPN 2|4

ECDH + PQC(ZALiMAT) 2 nE|E SA X

QRNG(YRH M () X2

1
2

Active-Active / Active-Standby Without L4, LLCF
Configuration, Policy, Session &7|2t

DL|ER gl 37|

1

0 N o a A~ w N

Web Ul, CLI/ Dashboard
Z2|XtAE @15 5 X|2(Radius, AD, LDAP, TACACS+)
SNMP Version 1/2 /3 X

Syslog, Keyword X|H T4 X2
E7| 5! Report x|

M Export / Import X|&!
A|AEMEH [ Firmware 2

=]
VForce NMS 5! NexG ESM

a
ES

=772
o5

Hardware Specification )

VForce U VForce UTM VForce UT
1700 3700U 4700U

7V 70S 70Us 700U 5700U

image T P——

Core 4 2 2 4 4 8 8 16 32
Memory 1GB 1GB 1GB 4GB 4GB 16GB 32GB 64GB 64GB
Storage 8GB 32GB 32GB 8GB 8GB 256GB 256GB 256GB 256GB

(*SSD M HAX|R) 500GB(Option) 500GB 2TB 2TB 2TB 2TB
1GC 6(4 switch) (1 POE) 16(8 switch) 12(8 switch) 12(8 switch) 8 (max 20) 8 (max 24) 8 (max 64) 8 (max 64)
1GF - - - Option(max 4) 4 (max 16) 6 (max 18) 8 (max 64) 8 (max 64)
NIC 10GF = = > = Option(max 8)  Option(max 8) 4 (max 32) 4 (max 32)
40GF - - - - - Option(max 4)  Option(max 16)  Option(max 16)
100GF ° ° = = = = °
LTE/5G Option(LTE/5G)  Option(LTE/5G) - - _ R R
QRNG o 0 - 0 ¢] 0 0
VPN Throughput 750 M 1G 156G 376G 58 G 76G 16 G 196G 336G
Max Tunnels 12,000 12,000 12,000 30,000 45,000 55,000 80,000 120,000 190,000
Power Adapter Single Single Single Single Redundant Redundant Redundant Redundant

& AT} Q22 MF OHME ol HEE
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™ Secure| =X olm
Client q 5T
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s prhess AL

O

SecureClient(S/W)
s

L|zl

o
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o=
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2= IP/MAC 2% 27HCCRIE ¢

)

71&

ZHER=A

HE 810| EX| 7t
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Software Function )

- BUEY3 Eot IS

MIcHE & 22| 7|s

1 MIcH 2H=2F 2 22](VPN 7|8 1

* VPN MH 7|5

IKE v1, 2K/

2 McH 7t e=et 4 HE 2 Split / non-split LAX|&
Cilo|E] 7|2 M 3 T EQIY TRA AT el

1 ASFHO|CiE e LUREHE F

H

2 Uz 7| MyM/Ee| S ottt et Vs ME 1 Stateful Inspection / 5 Tuples (IP/Port/Protocol)

rio

3DES 2 MAC Address, Object 3! Schedule 7|2 H#4 X|

w
Ral
110
ne
Kl
]
[
w
m
m
o
>
s}
>
—
m
>
>
m
w

3 Static, Dynamic NAT, Excluded, Twice NAT
Application

1 Application EfX| 5! A|0f

I .
[=y=)

1 PSK, Ofo||/mAR= S Lot 15 715 X|| 2 DDoS¥07ls

N
0
A
9'_}
B>
|H

m
EC
<
e
ini
o
Im
Ral
{0

IPS& AV
8,0007H 0|4} Signature 7|2t 2koq

EEEE]
1 oIS XY 1 VPN AfH{ 0|Z3} (Active-Active / Active-Standby)

3 2aHE Y B R 1 Web U, CLI/ Dashboard (NAS) $8 9 A7t BLIER)

X2 G[O[E| ot 2 22T I U At Hof

2 Whitelist 7|2t H2 EX|

1 GIOJE] RE/2% YXIS /6t H Clo|E et SH HE 3 OHlE Azt T K|
2 X|@ Y02lE: SEED, ARIA, LEA, AES, 3DES 4 209z 9l el 7|7k £ 9 Report Xl

Hardware Specification )

By
n
ojn
Jhu
>
O

VPN Mt

NexG FW 1700US @ | NexG FW 1700US @&

MIcH VPN 220[1E

Core
Memory 512MB 4GB 8GB 16GB 32GB
Storage 4GB 16GB 256GB 256GB 256GB
(*SSD 24 HFxIH) - 500GB 178 2TB 278
1GC 2 6 8 (max 20) 8 (max 20) 8 (max 20)
NIC 1GF - 2 4 (max 16) 4 (max 16) 4 (max 16)
10GF = = Option (max 8) Option (max 8) Option (max 8)
HE Mich= 1 100 ~ 500 500 ~ 1,000 1,000 ~ 2,000 2,000 ~ 3,000
Dimension (W/D/H) 60X 60X 25 430X 355X 45 430X 426X 44.2 430X 426X 44.2 430X 426 X44.2
Rack Size TU mini 18] I8, U 118,
Power Adapter Single Redundant Redundant Redundant

<& AffTt o2 HIE TS ol HEE = AELICH
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H-VPN - VForce UTM

Q-2M E3t ol

H-VPN - VForce UTME £ 3tA9| |oT MH|A
S3t 110t A|O|ERI0|LiC}

VForce UTM 7S

WNexG
VForce UTM 70S

—

5tod, loT &0l 2%zt
XHEtoHH, Ot 2HE0M =

o1 284 02. HioH
ﬁ}ﬁ FH(O|HLl) 2t FH(LTE/5G)=|H 0| &<t IPsec VPN f= st &S 411F QFX} ik /Li A
é;;? XSO 4 Fof Al XIS R4 TR o1 7|2 3|7 472 Hlo|E) ot 2
SFCHMH|A 2HA S MiSefLct 2 HlSgLch
ﬁ H-VPN 202 Ma|A.XF2 Ao XA LTE/5G 24 28 VPN =2t HE|
S-0M ML U2 M| TO| AT} ChsH HzZl 7|s2 QASHH HH|Eo 2
2 2tF0f| =X otE HSYLICH 22X VPNY 74 S X[ eL|C).

{-2M VPN X|IH j VPNAIE]
INTERNET

"HBL ASDE(KCMVP) ALE"

ME 715

-HE WA ML 7|5 MBS

ool 7|g HEE HiF

- SSL Inspection 7|8t HTTPS EEE 7|5 HS
S|M FEHA| MM SX| BE

R RMUIESIT 01F3Z L MH|A KIS




Software Function )

Firewall

1 Stateful Inspection

Zone, AFEXt, Application 7|2 A K|

MAC Address, Network, Domain 24| 7|2t 5! GeolP(=37|DB) &% X|&
Schedule 7|8+ & x|
OJAME HH, OIALS 2K, 5
MM AlZ2|0|d e S0t M ZHALX|H
QIEII|O| A/ M AEH H3t0)| (2 MK Xt= HE K|/
AEX} QIF & KR (Radius, AD, LDAP, TACACS+)
AMEXt 2FA(2EHA 215) XK@

S-NAT / D-NAT / Double NAT/ Excluded NAT, LS-NAT X|&
1M UHE3 74 HE gl Bridge &et X

S
bl
2

oy
=

N

or

© 00 N O o b~ W N

-
o

Application

1 Applicationtd 2| &0o{
2 Game, P2P, HTS X0 / Web Mail X|0{
3 Instant Messenger M|0{ / Web Hard |04
4 Streaming, File-type ®|0{

IPS
Deep Packet Inspection
AHEXL 2| Signature
Snort Rule Format X| / PCRE X[
Profile 7|2t x4 HH
Black-list / White-list / Anti-Evasion
Anti-Virus(Stream 7|2HEfX] 54 Xpe
X7tet& (Self Learning)
Pattern Update(Xts, &)

00 N O g h~A WN =

Anti DDoS

1 TCP/UDP/ICMP/DNS/HTTP Flooding 0]
2 Scan, Sweep 201 / Signature 7|t 210{
3 Q|/HZE BQ| J|HkHI0] / Traffic Limit 7|2+ Ef0]
Web Filter
URL 3! URI =& ZAF/ AFEXEE2| DB ZE]
967l Web Category DB 7| 2 AZ! &|o]
HEEMMOIR| L QELILIESS DBAIA
Malware, Phishing & 25 DB ZE X|&
AFEXt™e| URL Filtering

a b W N =

802.3ad Link Aggregation, 802.1Q VLAN Trunk
RIP, OSPF

PIM-SM/DM, IGMP X|&

ECMP Routing / Policy-based Routing
VoIP(H.323, SIP) X

QoS(2H, Mgt Ma2l) X2

VRRP, IP Backup

DHCP Server, DHCP Relay agent X| &

DNS, Split DNS, DDNS, LLDP X[

10 |Pv6 Tunneling 6to4, ISATAP

© 00 N O a b~ W N =

IPsec VPN

IKE Version 1, 2
Clefot eisat A2|E X[ (3DES/ AES / SEED/ ARIA /LEA)

24 g2|E X2 (SHA1/ SHA256 / SHA384 [ SHA512)
3|M 7|8t 2EH2AM Tunnel 7|& X2

Multi Tunneling 7|&& S%t %8t VPN O|F2HA-A, A-S) T8 XIS
HIE2|= Bonding 2t 2! Bridge SH0i| A VPN

2| M NAT 2H2011M VPN HEX|A

K™ &7 0[AS 3 =kt A VPN HE ket 7|5 X2
KAl 2| M Eoll Z4X| 7|sS S2HVPN 21M &

ECDH + PQC(¥AHidez) ¢2|E SA
QRNG(Rt= M7 ) X2

-

o o

ol =

Cerot &
H

© 0 N O a b~ W N =

5}
I
ol

-
=y

HA

1 Active-Active / Active-Standby Without L4, LLCF
2 Configuration, Policy, Session 7|2t

DLIEE S 227
Web Ul, CLI/ Dashboard
Z2|XtAE @15 5 X|2(Radius, AD, LDAP, TACACS+)
SNMP Version1/2 / 3 X|&l
Syslog, Keyword X|& T X| 2
E7 % Report X|&
H*H Export / Import K|
A AE AH [ Firmware 2191 81

=
VForce NMS 2! NexG ESM ¢

-

i

0 N o a b W N

=ax
=
o

Hardware Specification )

Afret= H-VPN 20 VForce UTM 7S VForce UTM 70S

B oo |

Image
Core 2 2 2
Memory 512MB 1GB 1GB
Storage 4GB 32GB 32GB
NIC 1GC 2 7(1 POE) 16(8 switch)
LTE/5G LTE LTE /5G (Option) LTE / 5G (Option)
QRNG (Rpt H47() = o] 0
VPN Throughput 500 M 1G 156G
Max Tunnels 6,000 12,000 12,000
Power Adapter Single Single

o AT OIT2 HIE T SleH WAL 4 2
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} Software Function )

Device Management

A 52 9 08 Bl (I HESE, I8 S o
2 BYERS ERIIS

3 &Y 85 eobs 2 xel

4 R 2R B

5 EEZX|H7|s

6 i/ il Zof 312 ol e e 2rel 7

CHAlEE X2

[m
1
H1J
I
I
i
m

om

12| 74s)

Is

220l 5)

HARYAIRZYLZ 2 2 T IS WIS

oiE2AolM 24

o o b W N
5
wn
AL
1z

HTTP 24 /FTP 24

LZHFZEZE 20

JHE FH| M (BE/H7| 211M)

[3)] » w N
o
(%
oA
=

| 210N (d5/22H/E20H/Ho 21A)
EJIsSHS

P
R HIS(01H 4y 2 22l)

L Excel 21N MIS

Statistics

2t SA 2HE HES

=
o
2 TH|/OSYEE|AA EA T HZ
=z]
=

Egju £

= S

1 BEAtHoHE 8 IS (HEIXE, 222K} M

2
3
4
5

A 22T HIS

22X S)

} Hardware Specification )

oln

ENZ

Core 4 10 20
Memory 64GB 128GB 128GB
SSD 480GB 480GB 480GB
HDD 4TB 4TB * 2(RAIDT) 4TB * 2(RAIDT)
Storage DRIVE 4 8 8
RAID Option 8 8
1GC 4 4 4
NIC 1GF 2 2 2
Console 1 1 1
Dimension (W/D/H) 437X 503X 43 437X 648X 89 437X 648X 89
Rack Size J 2U 2U
Power Single Redundant Redundant
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